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Oversight of Intelligence Activities

1. Summary. To establish policies,
procedures, and responsibilities for
the oversight of intelligence activ-
ities within HQ USEUCOM

2. Applicability. This Staff

Menor andum applies to all HQ USEUCOM
staff elenents, directorates, and
subordi nate joint organi zati ons.

3. Internal Control System This
Staff Menorandum cont ai ns internal
control provisions and is subject to
the requirenents of the internal
managenent control program For HQ
USEUCOM and subor di nat e j oi nt

organi zations, the applicable inter-
nal control directive is ED 50-8,

I nternal Managenent Control Program
4. Suggested | nprovenents. Staff
proponent for this Staff Menorandum
is the C Branch, Intel Plans
Division, Intelligence Directorate
(ECJ2). Suggested inprovenents
shoul d be forwarded to HQ USEUCOM
Attn: ECI2-P-ClI, Unit 30400, Box
1000, APO AE 09128.

5. References.

a. Executive Order 12333,
"United States Intelligence Activi-
ties".

b. DoD Directive 5200. 26,
"Defense Investigative Progrant.

c. DoD Directive 5200. 27,
"Acqui sition of Information Concern-
i ng Persons and Organi zati ons not
Affiliated with the Departnent of
Def ense”.

d. DoD Directive 5240.1, "DoD
Intelligence Activities".

e. DoD Regul ation 5240.1-R,

"Procedures Governing the Activities
of DoD Intelligence Conponents that
Affect United States Persons”.

f. Joint Chiefs of Staff (JCS)
MCM 75- 91, "Oversight of Intel-
ligence Activities".

g. EUCOM Directive (ED) 125-4,
"The USEUCOM | nspector General ".

6. Definition of Terns. See
Appendi x A

7. Responsibilities.

a. USEUCOM I nspect or Cener al
(ECQ will:

(1) Monitor conpliance of
Intelligence Oversight (10 policy
gui dance ensuring personnel are
trained in and famliar with their
IO responsibilities.

(2) Ensure procedures exist for
reporting questionable 10 activities
and that personnel are aware of
their responsibilities towards re-
porting such activities.

(3) Perform periodic inspec-
tions, |AWED 125-4, of USEUCOM
staff elenents, directorates, and
subordi nate joint organizations for
conpliance with 10 policies using
the 1 G checklist (Appendix D).

O her areas may be reviewed in
conjunction with 10 activities
i nspections as directed by
USCl NCEUR.

(4) Report inspection results
to USCI NCEUR; reconmend actions to
correct deficiencies or to inprove
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i nspections and nmonitor the status
of theater 10 Inspection Program

(5) Report immediately to the
Joint Staff |G on behalf of
USCI NCEUR any questionable intel -
ligence activity.

(6) Prepare and submt the
quarterly 10 Activity Report to the
Joint Staff 1G due NLT 15 worki ng
days after the close of each quarter
endi ng on the | ast work day of DEC,
MAR, JUN, and SEP. Negative reports
are required. The report wll
i ncl ude:

(a) Additional information
concerni ng questionable intelligence
activities and actions taken with
respect to such activities.

(b) Suggestions for inprove-
ments to the oversight system

b. USEUCOM Legal Advisor (ECLA)
will:

(1) Be aware of and famliar
with references a - g.

(2) Provide legal interpreta-
tion of references, and | egal advice
and assi stance concerning 1O issues.

(3) Provide releasability
revi ew of information requested for
rel ease to ot her agenci es not
normal Iy provided for under
procedure 4 of ref e.

(4) As required by ref g,
provide quarterly 10 Activities
Report input to ECI G

c. USEUCOM Directorate of
Intelligence (ECI2) will:

(1) Appoint an 1O Oficer and
O Training Oficer for USEUCOM one
person may fill both positions.
This person or persons wll direct
USEUCOM | O Program | AWt his staff
menor andum and its references.

(2) Formulate all policy and
procedural guidance on | O conpliance

for USEUCOM staff el enents,
directorates, and subordi nate joint
organi zations | AWreferences a - g.

(3) Develop an effective 10
trai ning programand ensure it is
i mpl enent ed, mai ntai ned, and
docunented by all USEUCOM st af f
el enents, directorates, and subordi -
nate joint organizations involved in
intelligence activities.

(4) Provide to ECIG a list of
all USEUCOM staff el enents,
directorates, and subordi nate joint
organi zations involved in intel-
ligence activities, with updates as
changes are reported.

(5) Develop an effective 10
Sel f-1nspection Program and ensure
it is inplemented, naintained, and
docunented by staff el enments,
directorates, and subordi nate joint
organi zations involved in intel-
ligence activities.

(6) Provide to EC G nane, phone
nunber and office title of individ-
ual s appointed 1O Oficer and 10
Training Oficer of HQ USEUCOM st af f
el enents, directorates, and subordi -
nate joint organizations.

(7) Provide Quarterly IO
Activity Reports to ECI G conbi ned
frominputs from USEUCOM st af f
el enents, directorates, and subordi -
nate joint organi zations. Reports
will be submitted to ECI G NLT five
wor k days after the end of each
quarter ending the |ast work day of
DEC, MAR, JUN, and SEP. Negative
reports are required.

d. USEUCOM Staff El enents,
Directorates, and Subordi nate Joint
Organi zat i ons.

(1) Appoint an 10 Oficer.
Each USEUCOM staff el ement,
directorate, and subordinate joint
organi zation involved in intel-
ligence activities will appoint an
IO Oficer and 10 Training Oficer;
the sane person may fill both



positions. The 10 Oficer is
responsi ble for managing the 10
Programwi thin the staff el enent,
directorate, or subordinate joint
organi zati on and coordi nati ng and
reporting lO matters with the
USEUCOM | O O ficer. Any USEUCOM
staff elenent, directorate, or sub-
ordi nate joint organization which
has no intelligence personne
assigned, no intelligence m ssion
and is not involved in intelligence
activities, as defined in references
a - g, nust request exenption from
the 10 Program fromthe USEUCOM I O
Oficer. This exenption nust be
reval i dated annual ly, by 30 SEP, to
certify that no activity internal to
the staff, directorate, or subordi-
nate joint organization is involved
inintelligence activities, as
defined by references a - g.

(2) Conduct 10 Training. Each
staff elenent, directorate, and
subordi nate joint organi zati on who
conducts intelligence activity is
responsi ble for internal 10 training
of assigned personnel. All assigned
personnel will receive an initial 10
briefing within 30 days of arriving
at the staff elenment, directorate,
or subordinate joint organization
Annual 1O refresher training is
requi red for each assigned person
during each fiscal year (FY) between
1 OCT and 30 SEP. Training activity
conducted will be reported in the
Quarterly 10 Activity Report. See
Annex |, Appendix B, for 10 training
mat erial and |1 O Acknow edgenent
Statements. The 10 Training Oficer
or designated representative wll
retain an | O Acknowl edgenent St at e-
ment for each person assigned to
their activity. These statenents
will be available for inspection
during conmmand and self 1O
i nspections. An 10O Wallet Card,
sumari zi ng the | O program and
reporting procedures, should be
carried by all USEUCOM personnel
see Annex |I, Appendix B for sanple.

(3) Conduct 10 Sel f-Inspection
Each USEUCOM st aff el enment,
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directorate, and subordinate joint
organi zation will conduct an IO
Sel f-1nspection of 25 percent of
their activity, including subordi-

nate activities, quarterly, so that
over the course of 12 nonths the
conplete staff, directorate, and
subordi nate joint organi zati on was

i nspected. 10 Self-Inspection
results will be reported in the
Quarterly 10 Activities Report.

See Appendix D for the 10 Inspection
GQui de.

(4) Report Quarterly 10O
Activity. Each USEUCOM staff,
directorate, and subordinate joint
organi zation 10 Oficer will prepare
and subnmit a Quarterly 10 Activities
Report to the USEUCOM I O Ofi cer,
ATTN: ECJ2-P-ClI, APO AE 09128.
Reports are due NLT the first work
day after the quarter ending on the
| ast work day of DEC, MAR, JUN, and
SEP. The report will provide the
nane(s) of the 10 and 1O Training
O ficers, 10 training conducted
speci fyi ng the nunber of personne
receiving initial and refresher
training, section(s) and results of

the 25 percent 10 Self-1nspection
and the nunber of 10 incidents
reported during the |ast quarter
See Appendix C for sanple report.
Negative reports are required

(5) Report IOincidents. Al
IO Oficers are responsible to
i nvestigate and report 10 incidents
or suspected incidents to the
USEUCOM 1 O O ficer as they are
di scovered. The 1O w |l investigate
the matter internally, collecting
the material in question, identify-
i ng personnel involved, and
determ ning the reason for obtain-
i ng, processing, or retaining the
material. A conplete report of the
findings will be forwarded to the
USEUCOM IO wit hin five work days of
the incident's discovery.

e. USEUCOM Subor di nate Joi nt
Organi zations. Subordinate joint
organi zati ons which do not report
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t hrough a USEUCOM st aff el enent or tions to their supervisor, staff or
directorate will conmply with the directorate 10 Oficer, the USEUCOM
requi renents specified for USEUCOM IO Oficer, or the USEUCOM I nspect or
staff elenents and directorates, and General within 24 hours of their
subordi nate joint organizations in di scovery. Failure to report 10
para 5d above. vi ol ati ons or suspected violations
isinitself a violation of 10

f. Al USEUCOM and Subordi nate pol i ci es.

Joint Organization Personnel. All

USEUCOM per sonnel involved in intel-
ligence activities are responsible
for know ng the policies and
procedures for 10 Activities and
their individual responsibilities to
the program Personnel will report
IO violations or suspected viol a-

FOR THE COMVANDER | N CHI EF:

OFFI CI AL: Rl CHARD F. KELLER
Li eutenant General, US Arny
Chief of Staff

SUSAN M MEYER
LTC, USA
Adj ut ant Gener al

DI STRI BUTI ON:
D
APPENDI XES

A - Explanation of Terns

- 1O Activities Training Packet

- 1O Activities Reporting Procedures
ECI G 1 O I nspection Guide

- Table of Contents

- Sanple Form (10 WAl l et Cards)

TmoOWw
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APPENDI X A
Expl anati on of Terns

A-1. Collection. Information shall be considered as "collected"”
only when it has been received for use by an enpl oyee of a DoD
intelligence conponent in the course of his official duties.

Thus, information volunteered to a DoD intelligence conponent by
a cooperating source would be "coll ected" under this procedure
when an enpl oyee of such conponent officially accepts, in sone
manner, such information for use within that conponent. Data
acquired by electronic neans is "collected" only when it has been
processed into an intelligible form

A-2. Cooperating Sources. Persons or organizations that

knowi ngly and voluntarily provide information to DoD intelligence
conponents, or access to information, at the request of such
conponents or on their own initiative. They include governnent
agencies, |aw enforcenent authorities, credit agencies, academc
institutions, enployers, and foreign governnents.

A-3. Counterintelligence. Information gathered and activities
conducted to protect agai nst espionage, other intelligence
activities, sabotage, or assassinations conducted for or on
behal f of foreign powers, organizations, or persons, oOr
international terrorist activities, but not including personnel,
physi cal , docunent, or conmuni cations security prograns.

A-4. Donestic Activities. Refers to activities that take pl ace
within the United States that do not involve a significant
connection with a foreign power, organization, or person.

A-5. Foreign Intelligence. Information relating to the
capabilities, intentions, and activities of foreign powers,

or gani zati ons, or persons, but not including counterintelligence,
except for information on international terrorist activities.

A-6. Intelligence Activity. The collection, production, and
di ssem nation of foreign intelligence and counterintelligence by
DoD intelligence conmponents authorized under ref a.

A-7. Overt. Methods of collection whereby the source of the
information being collected is advised, or is otherw se aware,
that he is providing such information to the Departnent of

Def ense or a conponent thereof.
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APPENDI X A

Expl anati on of Terns
(Cont)

A-8. Special Activities. Activities conducted in support of
national foreign policy objectives abroad, which are planned and
executed so that the role of the U S. Governnment is not apparent
or acknow edged publicly, and functions in support of such
activities, but which are not intended to influence U S
political processes, public opinion, policies, or nedia, and do
not include diplomatic activities or the collection and
production of intelligence related support functions.
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APPENDI X B
| O Activities Training Packet

The followng material is provided for element 10 Oficers
and/or 10 Training Oficers to conduct initial and refresher
Intelligence Oversight training.

ANNEXES

- Personnel 10O Acknow edgenent Statenents
I | O Program Summary

|1 O Wallet Information Card

V - 10 Training Book

V - IO Training Briefing
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ANNEX | to APPENDI X B
Personnel Intelligence Oversight Acknow edgenent Statenent

Di rectorate/ D vision/Branch/ Secti on:

| O Representative:

Thi s acknow edgenent statenent is for use by all EUCOM
activities involved in intelligence activities. Al personnel
assigned to EUCOM staff el enents, directorates, and subordi nate
j oi nt organi zations or subordinate joint organizations, wll
conplete this formupon receiving their initial Intelligence
Oversight (10 Training, within 30 days of reporting to the
command. The formw ||l be updated annually after the person
conpletes refresher 10 training. See SM 40-2 for details on the
use of this form

"By ny signature below, | attest that | have read and have
been thoroughly briefed concerning the EUCOM I ntelligence

Oversight (10O Program | understand ny responsibilities to the
| O program as defined by Staff Menorandum (SM 40- 2.
Furthernore, | understand that | nay be questioned by command 10O

and/ or | G personnel concerning basic 10 policies and ny
responsibilities to the 10 programas it applies to ny
intelligence duties.”

PRI NTED NAME/ RANK DATE REPORTED  ESTI MATED DATE
TO ACTIM TY OF DEPARTURE

SI GNATURE DATE

I NI TI AL TRAI NI NG TRAI NED:

REFRESHER TRAI NI NG

2nd Year

3rd Year

4t h Year

B-1-1



5th Year
ANNEX Il to APPENDI X B

Intelligence Oversight Program Summary

B-11-1. The Intelligence Oversight Program Intelligence
agencies are prohibited fromcollecting information concerning
U.S. personnel and agencies, unless it neets requirenments
specified in EO 12333. The Intelligence Oversight (10O Program
is to protect the constitutional rights of US persons and to
ensure that only properly chartered "intelligence agencies" are
"collecting” intelligence information | AW Federal Law, policies,
and procedures.

B-11-2. | O Ref er ences.

a. Executive Order 12333, "United States Intelligence
Activities"; outlines the federal policy concerning collection of
intelligence information.

b. DoD Regul ation 5240.1-R, "Procedures CGoverning the
Activities of DoD Intelligence Conponents that Affect United
States Persons"; provides DoD with specific guidance concerning
intelligence activities.

c. Staff Menorandum 40-2, "Oversight of Intelligence
Activities," which provides EUCOM activities with policies and
procedures for conplying with the 1O program

B-11-3. Your Responsibilities towards |QO

a. You nmust be famliar with the above references.

b. You nust know the definitions of a "US person”
"intelligence activity", "collected" information, "special
activities".

c. Know the authorized procedures (Ref b) for collecting,
processing, retention, and dissem nation of intelligence
information for the type of intelligence activity in which you
are invol ved.

d. Know how and to whomto report 10 violations.

B-1-2
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ANNEX 111 to APPENDI X B
Intelligence Oversight Wallet Information Card

The Intelligence Oversight wallet size information card
shoul d be carried by all EUCOM personnel. At a m ni num EUCOM
personnel performng an intelligence mssion will have a card on
them The card provides basic information concerning the 10
program and EUCOM PCCs. Reproduce the sanple at Appendix F onto
card stock for durable training aides.

B-111-1
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ANNEX 1V to APPENDI X B
Intelligence Oversight Training Book

B-1V-1. The following is a format by which IO training records
and related material will be maintained by EUCOM staffs,

di rectorates, and subordinate joint organizations, and

subordi nate joint organi zations responsible to this directive.

B-1V-2. EUCOM staffs, directorates, and subordinate joint

organi zati ons, and subordi nate joint organizations may centralize
or decentralize the training records within their organization
however, all records will contain the sane data and be assenbl ed
in the sanme format. This will facilitate inspections and ensure
all required data is present in the files.

B-1V-3. The Training Book should be maintained in one book; a
three-ring binder works best. The book should be divided into
the follow ng sections and contain the stated materi al .

a. TAB A Appointnent Orders. Oders for both the 10
Oficer and 10 Training officer should be in this section

b. TAB B. Unit Personnel Roster. A series of personnel
rosters listing all officers, enlisted/ NCOs, and Civilian
enpl oyees separately. Each |ist should reflect the person's
rank, position, building/roomnunbers, and tel ephone nunbers.
This roster is requested by the EUCOM I G prior to each
inspection. It is required to arrange for personnel interviews
during the inspection.

c. TAB C. |10 Acknow edgenent Statenents. This section
contains the | O Acknow edgenent Statenent signed by each enpl oyee
during their initial IOindoctrination. This formis updated
annually by the enployee. The forns should be stored al phabeti -
cally to facilitate easy retrieval.

d. TAB D. Quarterly 10 Activity Reports. This section wll
contain the last four quarters' worth of past 10 reports. |AWED
40- 25, these reports will cover 100 percent of the unit's
hol di ngs, personnel, and facilities.

e. TAB E SM40-2. This section will contain a copy of
EUCOM St af f Menorandum 40-2 concerning 10 policy. This Staff
Menor andum contains the 10 briefing, Annex IV to Appendix B

B-1V-1






SM 40- 2

ANNEX V to APPENDI X B
Intelligence Oversight Training Briefing

The followng is a briefing which may be used to conduct
initial and refresher Intelligence Oversight training.

B-V-1



SM 40- 2

ANNEX V to APPENDI X B

Intelligence Oversight Training Briefing
(Cont)

INTELLIGENCE
OVERSIGHT
TRAINING BRIEFING

REFERENCE

SM 40-2
OVERSIGHT OF INTELLIGENCE
ACTIVITIES

THE | NTELLI GENCE OVERSI GHT PROGRAM

- I NTELLI GENCE AGENCI ES ARE PRCHI Bl TED FROM COLLECTI NG
| NFORVATI ON CONCERNI NG U. S.  PERSONS AND AGENCI ES,
UNLESS THE CCLLECTI ON MEETS | NTELLI GENCE OVERSI GHT
(10 LI M TATI ONS SPECI FI ED I N EO 12333.

B- V-2
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ANNEX V to APPENDI X B

Intelligence Oversight Training Briefing
(Cont)

INTELLIGENCE
OVERSIGHT
TRAINING BRIEFING

PURPOSE

TO ALLOW US INTELLIGENCE ACTIVITIES TO
CARRY OUT AUTHORIZED FUNCTIONS WHILE
PROTECTING U.S. PERSON'S RIGHTS

PURPOSE

- THE PURPCSE OF THE | O PROGRAM | S TO ENABLE DGOD
| NTELLI GENCE COVPONENTS TO CARRY OUT AUTHORI ZED
FUNCTI ONS VWH LE ENSURI NG THEI R ACTI VI TI ES THAT AFFECT
U S. PERSONS ARE CARRI ED QUT I N A MANNER THAT
PROTECTS THE CONSTI TUTI ONAL RI GHTS AND PRI VACY OF
SUCH PERSONS.

B- V-3
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ANNEX V to APPENDI X B

Intelligence Oversight Training Briefing
(Cont)

INTELLIGENCE
OVERSIGHT
TRAINING BRIEFING

YOUR IO RESPONSIBILITIES

ANNUAL TRAINING

* PROTECT U.S. PERSON'S RIGHTS

* KNOW YOUR AUTHORIZED ACTIONS

* KNOW HOW AND TO WHOM TO REPORT

YOUR RESPONSI BILITIES TO I O
MEET AN I NI TI AL AND ANNUAL TRAI NI NG REQUI REMENT.
YOU MUST BE FAM LI AR W TH | O REFERENCES.

YOU MUST KNOAN THE DEFINITION OF A "U. S. PERSOQON, "
"I NTELLI GENCE ACTIVITY," AND "COLLECTED' | NFORMATI ON.

KNOW | F YOUR ORGANI ZATI ON | S AUTHORI ZED TO CONDUCT
"I NTELLI GENCE ACTI VI TI ES".

KNOW THE AUTHORI ZED PROCEDURES AND PROCHI Bl TI ONS

(REF D) FOR COLLECTI NG, PROCESSI NG AND RETAI NI NG
AND DI SSEM NATI NG | NTELLI GENCE | NFORMATI ON.

B- V- 4
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- KNOWWHEN, HOW AND TO VWHOM TO REPCRT | O VI CLATI ONS.

B-V-5
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ANNEX V to APPENDI X B

Intelligence Oversight Training Briefing
(Cont)

INTELLIGENCE
OVERSIGHT
TRAINING BRIEFING

10 TRAINING REQUIREMENTS

* INITIAL TRAINING WITHIN 30 DAYS

* ANNUAL REFRESHER TRAINING

* VIOLATIONS OF A U.S. PERSON'S RIGHTS

* FELONY CONVICTION - PRISON

* CIVIL SUIT - $$$$

| O TRAI NI NG REQUI REMENTS

- EVERY MEMBER OF EUCOM | NVOLVED I N | NTELLI GENCE ACTI VI Tl ES
'S REQUI RED TO RECEI VE AN I NI TIAL 1 O BRI EFI NG WTHI N 30
DAYS OF ARRI VI NG AT THE COMVAND. THEN, ANNUALLY, THEY
ARE REQUI RED TO RECEI VE AN | O REFRESHER BRI EFI NG A
RECORD OF TRAINING THE "1 O ACKNOANLEDGEMENT
STATEMENT", I S MAI NTAI NED BY THE STAFF, DI RECTORATE,
AND SUBORDI NATED JO NT ORGANI ZATION' S | O OFFI CER OR
TRAI NI NG OFFI CER.

- DO NOT' TAKE YOUR | O RESPONSI BI LI TI ES LI GHTLY; VI OLATI ONS
COULD MEAN A FELONY CONVI CTI ON RESULTI NG | N PRI SON TERM
AND/ OR COST YOU HARD EARNED CASH IN A CVIL LAWSU T
SHOULD A U. S. PERSON BRI NG CHARCGES AGAI NST YQU FOR

B- V-6
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Rl GHTS VI OLATI ONS.

B-V-7
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ANNEX V to APPENDI X B

Intelligence Oversight Training Briefing
(Cont)

INTELLIGENCE
OVERSIGHT
TRAINING BRIEFING

10 REFERENCES

* EXECUTIVE ORDER 12333

* DOD DIRECTIVE 5240.1-R

* EUCOM STAFF MEMORANDUM 40-2

| NTELLI GENCE OVERSI| GHT REFERENCES

- AS A MEMBER OF US EURCPEAN COVMAND, CHARGED W TH
| NTELLI GENCE- RELATED DUTI ES, YOU HAVE AN OBLI GATI ON
UNDER FEDERAL LAW AND DCD DI RECTI VES TO PROTECT THE

CONSTI TUTI ONAL RI GHTS AND PRI VACY OF U. S. PERSONS.

THE PROGRAM VWHI CH PROVI DES YOU W TH POLI CI ES AND
RESPONSI BI LI TITIES IN TH' S REGARD | S THE

| NTELLI GENCE OVERSI GHT PROGRAM (1 Q). 10 POLI C ES

ARE FOUND I N:

--  EXECUTI VE ORDER 12333.
-- DOD REGULATI ON 5240. 1-R.
-- EUCOM STAFF MEMORANDUM 40- 2.

B- V-8
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ANNEX V to APPENDI X B

Intelligence Oversight Training Briefing
(Cont)

INTELLIGENCE
OVERSIGHT
TRAINING BRIEFING

EXECUTIVE ORDER 12333

PRESIDENTIAL ORDER OUTLINING COLLECTION,
RETENTION, AND DISSEMINATION OF INTEL
DATA CONCERNING U.S. PERSONS.

EXECUTI VE ORDER 12333
DATED 4 DEC 81, "UN TED STATES | NTELLI GENCE ACTI VI Tl ES"
- IS THE PRESI DENTI AL ORDER, QOUTLI NI NG THE FEDERAL POLI CY
AND PROCEDURES CONCERNI NG THE COLLECTI ON, RETENTI ON,

AND DI SSEM NATI ON OF | NTELLI GENCE | NFORVATI ON
CONCERNI NG U. S. PERSONS.

B-V-9
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ANNEX V to APPENDI X B

Intelligence Oversight Training Briefing
(Cont)

INTELLIGENCE
OVERSIGHT
TRAINING BRIEFING

DOD REGULATION 5240.1-R

CONTAINS INSTRUCTIONS FOR 15 PROCEDURES:
2-4. AUTHORITY FOR INTEL ACTIVITY
5-10. COLLECTION TECHNIQUES

11-15. MANAGEMENT POLICY AND OTHER ASPECTS

DOD REGULATI ON 5240. 1-R

PROCEDURES GOVERNI NG THE ACTI VI TI ES OF DOD
| NTELLI GENCE COVPONENTS THAT AFFECT UNI TED STATES PERSONS

- PROVI DES DCD | NTELLI GENCE ACTIVITIES WTH SPECI FI C
PCLI CI ES AND PROCEDURES FOR CARRYI NG OUT THEI R
| NTELLI GENCE ACTI VI Tl ES.

- THE PUBLI CATI ON CONTAI NS 15 PROCEDURES FOR THE PROPER
COLLECTI ON OF | NTELLI GENCE | NFORVATI ON. | N GENERAL,

PROCEDURES 2 - 4. PROVI DE SOLE AUTHORI TY BY WH CH SUCH
COMPONENTS MAY COLLECT, RETAIN, AND
DI SSEM NATE | NFORMATI ON CONCERNI NG

U S. PERSONS.

B- V- 10
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ANNEX V to APPENDI X B

Intelligence Oversight Training Briefing
(Cont)

PROCEDURES 5 - 10. SET FORTH APPLI CABLE GUI DANCE W TH
RESPECT TO THE USE OF CERTAI N
COLLECTI ON TECHNI QUES TO OBTAI'N
| NFORMATI ON FOR FOREI GN
| NTELLI GENCE AND
COUNTERI NTELLI GENCE PURPGCSES.

PROCEDURES 11 - 15. GOVERN OTHER ASPECTS OF DOD

| NTELLI GENCE ACTI VI TI ES, | NCLUDI NG
THE OVERSI GHT OF SUCH ACTI VI Tl ES.

B-V-11
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ANNEX V to APPENDI X B

Intelligence Oversight Training Briefing
(Cont)

INTELLIGENCE
OVERSIGHT
TRAINING BRIEFING

EUCOM SM 40-2

* PROVIDES EUCOM POLICY FOR INTEL ACTIVITIES
* 10 REQUIREMENTS:

- APPOINTMENT OF 10 OFFICER

- APPOINTMENT OF 10 TRAINING OFFICER

- DOCUMENTED ANNUAL REFRESHER TRAINING

- QUARTERLY 25% SELF-INSPECTION

- QUARTERLY IO ACTIVITIES REPORTING

EUCOM STAFF MEMORANDUM 40- 2
OVERSI GHT OF | NTELLI GENCE ACTI VI TI ES
- PROVI DES EUCOM ACTI VI TI ES | NVOLVED I N | NTELLI GENCE
ACTIVITIES WTH POLI Cl ES AND PROCEDURES FOR COVPLYI NG
WTH THE | O PROGRAM | N ADDI TI ON TO THE PROCEDURES
FOUND I N THE OTHER REFERENCES, SM 40-2 REQUI RES:

--  APPO NTMENT OF AN | O OFFI CER W THI N EACH STAFF,
DI RECTORATE, AND SUBORDI NATE JO NT ORGANI ZATI ON

B-V-12
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THE

DAY

AND SEP.

JUN,

| NVOLVED | N | NTELLI GENCE ACTI VI Tl ES.

ANNEX V to APPENDI X B

Intelligence Oversight Training Briefing
(Cont)

--  APPO NTMENT OF AN | O TRAI NI NG OFFI CER W THI N EACH
STAFF, DI RECTORATE, AND SUBORDI NATE JO NT UNI'T
| NVOLVED | N | NTELLI GENCE ACTI VI Tl ES.

--  TRAINING OF ALL PERSONNEL | NVOLVED | N | NTELLI GENCE
ACTIVITIES IN THEIR | O RESPONSI Bl LI TTES WTHI N

FI RST 30 DAYS OF ARRI VAL TO THE COMVAND, AND

ANNUALLY THEREAFTER UNTI L THEI R DEPARTURE.

--  CONDUCT QUARTERLY SELF | NSPECTI ON OF 25 PERCENT OF
ALL STAFF, DI RECTORATE, AND SUBORDI NATE JO NT
ORGANI ZATI ON ACTI VITIES, DUE ON THE LAST WORK
OF EACH FY QUARTER, ENDI NG DEC, MAR, JUN,

--  QUARTERLY REPORTI NG TO EUCOM | O OFFI CER CF 10O

ACTI VI TI ES BY EACH STAFF, DI RECTORATE, AND
SUBORDI NATE JO NT ORGANI ZATI ON, DUE ON THE LAST
WORK DAY OF EACH FY QUARTER, ENDI NG DEC, MAR,
AND SEP.

-- | NDI VI DUALS RESPONSI BI LI TI ES FOR REPORTI NG ACTUAL

OR SUSPECTED | O VI OLATI ONS.
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ANNEX V to APPENDI X B

Intelligence Oversight Training Briefing
(Cont)

INTELLIGENCE
OVERSIGHT
TRAINING BRIEFING

10 DEFINITIONS

* INTELLIGENCE ACTIVITY
* OVERT COLLECTION

* SPECIAL ACTIVITIES

* U.S. PERSON

| O DEFI NI TI ONS

- ALL EUCOM PERSONNEL | NVCOLVED | N | NTELLI GENCE ACTI VI TI ES
ARE REQUI RED TO KNOW AND UNDERSTAND THE LEGAL
DEFI NI TI ONS OF KEY TERV5S AS DEFINED IN THE 10O
REFERENCES. SOME OF THE KEY TERMS ARE:

--  COLLECTI ON ACTIVITY. | NFORVATI ON SHALL BE
CONSI DERED AS "COLLECTED' ONLY WHEN | T HAS BEEN
RECEI VED FOR USE BY AN EMPLOYEE OF A DOD
| NTELLI GENCE COVPONENT I N THE COURSE OF HI S
OFFI CI AL DUTI ES. THUS, | NFORMATI ON

VOLUNTEERED TO A DCD | NTELLI GENCE COMPONENT BY A
COOPERATI NG SOURCE WOULD BE " COLLECTED'
UNDER THI S PROCEDURE WHEN AN EMPLOYEE OF SUCH
COMPONENT COFFI Cl ALLY ACCEPTS, | N SOVE

B-V-14
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MANNER, SUCH | NFORVATI ON FOR USE W TH N THAT
COVMPONENT.  DATA ACQUI RED BY ELECTRONI C
ANNEX V to APPENDI X B

Intelligence Oversight Training Briefing
(Cont)

MEANS | S "COLLECTED' ONLY WHEN | T HAS BEEN
PROCESSED | NTO AN | NTELLI G BLE FORM

-- COOPERATI NG SOURCES. PERSONS OR ORGANI ZATI ONS THAT
KNOW NGLY AND VOLUNTARI LY PROVI DE | NFORVATI ON TO
DCOD | NTELLI GENCE COVPONENTS, OR ACCESS TO
| NFORVATI ON, AT THE REQUEST OF SUCH COVPONENTS

OR ON THEIR OAN | NI TI ATI VE. | NCLUDED ARE
GOVERNMENT AGENCI ES, LAW ENFORCEMENT
AUTHORI TI ES, CREDI T AGENCI ES, ACADEM C
I NSTI TUTI ONS, EMPLOYERS, AND FOREI GN
GOVERNMENTS.

-- COUNTERI NTELLI GENCE. | NFORMATI ON GATHERED AND
ACTI VI TTES CONDUCTED TO PROTECT AGAI NST ESPI ONAGE,
OTHER | NTELLI GENCE ACTI VI TI ES, SABOTACE, OR
ASSASSI NATI ONS CONDUCTED FOR OR ON BEHALF OF
FOREI GN PONERS, ORGANI ZATI ONS, OR PERSONS, OR

| NTERNATI ONAL TERRORI ST ACTI VI TI ES, BUT NOT

| NCLUDI NG PERSONNEL, PHYSI CAL, DOCUMENT,

OR COVMUNI CATI ONS SECURI TY PROGRANES.

-- DOMVESTIC ACTIVITIES. ACTIVITIES THAT TAKE PLACE
W TH N THE UNI TED STATES THAT DO NOT | NVOLVE A
SI GNI FI CANT CONNECTI ON W TH A FOREI GN POVER,

ORGANI ZATI ON, OR PERSON.

--  FOREIGN I NTELLI GENCE. | NFORVATI ON RELATI NG TO THE
CAPABI LI TT ES, [ NTENTI ONS, AND ACTI VI TI ES OF FOREI GN
PONERS, ORGANI ZATI ONS, OR PERSONS, BUT NOT
| NCLUDI NG COUNTERI NTELLI GENCE, EXCEPT FOR
| NFORMATI ON ON | NTERNATI ONAL TERRCRI ST

ACTI VI Tl ES.
-- I NTELLI GENCE ACTIVITY. THE COLLECTI QN, PRCDUCTI ON,
AND DI SSEM NATI ON OF FOREI GN | NTELLI GENCE AND
COUNTERI NTELLI GENCE BY DOD | NTELLI GENCE
COVPONENTS AUTHORI ZED UNDER EO 12333.

-- OVERT COLLECTI ON. METHODS OF COLLECTI ON VWHEREBY

B- V- 15
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THE SOURCE OF THE | NFORMATI ON BEI NG COLLECTED | S
ADVI SED, OR | S OTHERW SE AWARE, THAT HE | S
PROVI DI NG SUCH | NFORVATI ON TO THE DEPARTMENT OF
DEFENSE OF A COVPONENT THERECF.

ANNEX V to APPENDI X B

Intelligence Oversight Training Briefing
(Cont)

--  SPECI AL ACTIVITIES. ACTIVITIES CONDUCTED | N
SUPPORT OF NATI ONAL FOREI GN POLI CY OBJECTI VES
ABRQOAD, VWH CH ARE PLANNED AND EXECUTED SO THAT

THE RCOLE OF THE U. S. GOVERNMENT | S NOT APPARENT
OR ACKNOW.EDGED PUBLI CLY, AND FUNCTI ONS I'N
SUPPORT OF SUCH ACTIVITIES, BUT WH CH ARE NOT

| NTENDED TO | NFLUENCE U. S. PCLI TI CAL
PROCESSES, PUBLI C OPI NI ON, PCLI I ES, OR MEDI A, AND
DO NOT | NCLUDE DI PLOVATI C ACTIVITIES OR THE
CCOLLECTI ON AND PRCDUCTI ON OF | NTELLI GENCE

RELATED SUPPORT FUNCTI ONS.

-- OTHER | O TERMS ARE DEFI NED I N ANNEX A, OF DOD
5240. 1-R

B- V- 16



SM 40- 2

ANNEX V to APPENDI X B

Intelligence Oversight Training Briefing
(Cont)

INTELLIGENCE
OVERSIGHT
TRAINING BRIEFING

10 PROCEDURES

"NEED TO KNOW" HIGHLIGHTS
10 PROCEDURES

| O PROCEDURES

- VWE WLL NOWN REVIEW THE "NEED TO KNOW H GHLI GHTS OF THE
15 1 O PROGRAM PROCEDURES AS DEFI NED IN DOD 5240. 1-R
TH S SUMVARY, HOWNEVER, DCES NOT RELI EVE YQU OF READ NG
THE REFERENCE.
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ANNEX V to APPEND X B

Intelligence Oversight Training Briefing
(Cont)

INTELLIGENCE
OVERSIGHT
TRAINING BRIEFING

PROCEDURES ONE

GENERAL ADMIN

TO PROVIDE SCOPE, PURPOSE AND INTERPRETATION
GUIDANCE FOR THE IO PROGRAM

PROCEDURE ONE.
GENERAL PROVI SI ONS

PROVI DES THE SCOPE, PURPOSE, AND | NTERPRETATI ON GUI DANCE
FOR THE | O PROGRAM

B- V- 18
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ANNEX V to APPENDI X B

Intelligence Oversight Training Briefing
(Cont)

INTELLIGENCE
OVERSIGHT
TRAINING BRIEFING

PROCEDURE TWO

GOVERNS COLLECTION OF INFORMATION
ABOUT U.S. PERSONS

* CRITERIA FOR RETENTION:

- CONSENT OF U.S. PERSON

- CI INFORMATION

- FOREIGN INTEL

- POTENTIAL INTEL SOURCES

- ACCESS TO SENSITIVE DATA

- THREATS TO SECURITY

- LAWFUL INVESTIGATIONS

- TERRORISM OR NARCOTICS ACTIVITY

* COLLECTION MEANS:

- LAWFUL MEANS
- LEAST INTRUSIVE

PROCEDURE TWO.
COLLECTI ON OF | NFORVATI ON ABOUT UNI TED STATES PERSONS
-  GOVERNS THE KI NDS OF | NFORMATI ON ABOUT U. S. PERSONS THAT

MAY KNOW NGLY BE RETAI NED BY A DCD | NTELLI GENCE
COVPONENT W THOUT THE CONSENT OF THE PERSON VWHOM THE

B- V- 19
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| NFORMATI ON CONCERNS.

ANNEX V to APPENDI X B

Intelligence Oversight Training Briefing
(Cont)

- CRITERIA FOR RETENTI ON:

-- | NFORVATI ON COLLECTED W TH THE CONSENT OF THE U. S.
PERSON CONCERNED.

-- | NFORVATI ON AVAI LABLE THROUGH PUBLI C SOURCES.

-- FOREI GN | NTELLI GENCE | NFORVATI ON; PROVI DED THE
| NTENTI ONAL COLLECTION IS LIM TED TGO

+ PERSONS BELI EVED TO BE OFFI CERS, EMPLOYEES, OR
OTHERW SE ACTI NG ON BEHALF OF A FORElI GN PONER.

+ ORGANI ZATI ONS REASONABLY BELI EVED TO BE OMNED
OR CONTROLLED, DI RECTLY OR I NDI RECTLY, BY A
FOREI GN POVER.

+ PERSON(S) OR ORGANI ZATI ON(S) REASONABLY
BELI EVED TO BE ENGAGED OR ABOUT TO ENGAGE, IN
| NTERNATI ONAL TERRORI ST OR NARCOTI CS
ACTI VI TI ES.

+ PERSONS VWHO ARE REASONABLY BELI EVED TO BE
PRI SONERS OF WAR, M SSI NG I N ACTI ON, OR ARE
TARGETS, THE HOSTAGES, OR VICTIMs OF AN
| NTERNATI ONAL TERRORI ST ORGANI ZATI ON.

+ CORPORATI ONS OR OTHER COWVMERCI AL ORGANI ZATI ONS
BELI EVED TO HAVE SOME RELATI ONSH P W TH FOREI GN
PONERS, ORGANI ZATI ONS, OR PERSONS.

-- COUNTERI NTELLI GENCE | NFORMATI ON, PROVI DED THE
| NTENTI ONAL COLLECTION IS LIM TED TGO

+ PERSONS VWHO ARE REASONABLY BELI EVED TO BE
ENGAGED | N OR ABOUT TO ENGAGE I N, | NTELLI GENCE
ACTI VI TIES ON BEHALF OF A FOREI GN POVER, OR
| NTERNATI ONAL TERRCRI ST ACTI VI Tl ES.
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+ PERSONS | N CONTACT W TH PERSONS DESCRI BED ABOVE
TO | DENTI FY THEM AND ASSESS THEI R RELATI ONSHI P
W TH THE SUSPECTED PERSONS.

ANNEX V to APPENDI X B

Intelligence Oversight Training Briefing
(Cont)

--  PERSONS WHO ARE OR ARE CONSI DERED TO BE POTENTI AL
SOURCES OF ASSI STANCE TO | NTELLI GENCE ACTI VI Tl ES.
DCES NOT | NCLUDE PERSONNEL SECURI TY | NFORMATI ON.

-- I NFORMATI ON ON U. S. PERSONS WHO HAVE OR HAD ACCESS
TO | NTELLI GENCE SOURCES ANDY OR METHCODS, WH CH
REVEAL FORElI GN OR COUNTERI NTELLI GENCE SOURCES OR
METHODS, TO PROTECT AGAI NST UNAUTHCORI ZED
DI SCLOSURE OF SUCH DATA.

-- PERSONS REASONABLY BELI EVED TO THREATEN THE
PHYSI CAL SECURI TY OF DOD EMPLOYEES, | NSTALLATI ONS,
OPERATI ONS, OR OFFI ClI AL VI SI TORS.

-- | NFORVATI ON DERI VED FROM LAWFUL PERSONNEL SECURI TY
| NVESTI GATI ONS.

-- | NFORVATI ON DERI VED FROM LAWFUL COVMUNI CATI ONS
SECURI TY | NVESTI GATI ONS.

-- | NFORVATI ON ON PERSONS REASONABLY BELI EVED TO BE
ENGAGED | N | NTERNATI ONAL NARCOTI CS ACTI VI Tl ES.

-- | NFORVATI ON NEEDED TO PROTECT THE SAFETY OF THE
PERSON | NCLUDI NG THOSE WHO ARE TARCETS, VICTIMS, OR
HOSTAGES OF | NTERNATI ONAL TERRORI ST ORGANI ZATI ONS.

-- OVERHEAD COLLECTORS NOT TARGETED AGAI NST SPECI FI C
U S. PERSONS.

-- ADM NI STRATI VE DATA REQUI RED FOR | NTERNAL
OPERATI ONS OF THE AGENCY.

-  GENERAL CRI TERI A GOVERNI NG THE MEANS USED TO COLLECT
| NFORMATI ON ABOUT UNI TED STATES PERSONS:

-- DOD MAY CCOLLECT BY ANY LAWUL MEANS, | AW EO 12333.
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-- LEAST | NTRUSI VE MEANS:

+ TO EXTENT POSSI BLE, THROUGH PUBLI CLY AVAI LABLE
SOURCES OR WTH U. S. PERSON S CONSENT.

+ COOPERATI NG SOURCES.
ANNEX V to APPENDI X B

Intelligence Oversight Training Briefing
(Cont)

+ LAWUL | NVESTI GATI VE TECHNI QUES THAT DO NOT
REQUI RE JUDI Cl AL WARRANT OR ATTORNEY GENERAL
APPROVAL.

+ THEN, LAWUL | NVESTI GATI VE TECHNI QUES THAT DO
REQUI RE JUDI CI AL WARRANT OR ATTORNEY GENERAL
APPROVAL.
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ANNEX V to APPENDI X B

Intelligence Oversight Training Briefing
(Cont)

INTELLIGENCE
OVERSIGHT
TRAINING BRIEFING

PROCEDURE THREE
GOVERNS RETENTION OF INFORMATION
ABOUT U.S. PERSON
* RETAINABLE IF COLLECTION UNDER PROCEDURE TWO

* RETAINABLE IF COLLECTED INCIDENTAL TO PROCEDURE
TWO

* TO TRANSMIT TO OTHER AGENCY

* TEMP (90 DAYS) RETENTION

* ACCESS AND RETENTION:

- "NEED TO KNOW"
- AW RECORDS MANAGEMENT POLICIES
- PRE-1981 DATA IF IAW CURRENT IO POLICY

PROCEDURE THREE.
RETENTI ON OF | NFORVATI ON ABOUT UNI TED STATES PERSONS
-  RETAINABLE I F COLLECTED UNDER PROCEDURE 2.
-  RETAI NABLE I F COLLECTED | NCI DENTAL TO PROCEDURE 2 | F:
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-- | T COULD HAVE BEEN COLLECTED UNDER PROCEDURE 2.
ANNEX V to APPENDI X B

Intelligence Oversight Training Briefing
(Cont)

--  NECESSARY TO UNDERSTAND OR ACCESS FOREI GN | NTEL OR
.

-- FOREIGN INTEL OR C COLLECTED THROUGH ELECTRONI C
SURVEI LLANCE | N COVPLI ANCE W TH | O PQLI CY.

-- INFO IS I NCl DENTAL TO AUTHORI ZED COLLECTI ON AND
MAY | NDI CATE | NVOLVEMENT | N ACTI VI TI ES THAT NAY
VI OLATE FEDERAL, STATE, LOCAL, OR FOREI GN LAW

| NFO FOR OTHER OR NON- DOD COVPONENTS MAY BE RETAI NED
LONG ENOUGH TO TRANSM T TO THE AGENCY.

TEMP RETENTI ON (90 DAYS) TO DETERM NE | F | NFO MAY BE
PERVANENTLY RETAI NED.

RETENTI ON FOR THE PURPOSE OF REPCRTI NG SUCH COLLECTI ON
FOR OVERSI GHT PURPOSES AND SUBSEQUENT PROCEEDI NGS.

ACCESS AND RETENTI ON:
-- ACCESS RESTRI CTED TO "NEED TO KNOW .

-- RETENTI ON | AW RECORDS MANAGEMENT | NSTRUCTI ONS FOR THE
FI LES CONCERNED.

-- | NFORVATI ON ACQUI RED BEFORE | O POLI CY (1981) SO LONG
AS | AWW TH CURRENT POLI Cl ES AND PROCEDURES.
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ANNEX V to APPENDI X B

Intelligence Oversight Training Briefing
(Cont)

INTELLIGENCE
OVERSIGHT
TRAINING BRIEFING

PROCEDURE FOUR
GOVERNS DISSEMINATION OF INFORMATION
ABOUT U.S. PERSONS
* CRITERIA FOR DISSEMINATION:
- COLLECTED UNDER PROCEDURES 2 AND 3
- NEED FOR INFORMATION

- AUTHORIZED TO RECEIVE INFORMATION

* OTHER REQUEST MUST HAVE LEGAL'S APPROVAL

PROCEDURE FOUR.
DI SSEM NATI ON OF | NFORVATI ON ABOUT UNI TED STATES PERSONS
-  GOVERNS THE KI NDS OF | NFORMATI ON ABOUT U. S. PERSONS THAT
MAY BE DI SSEM NATED, W THOUT THEI R CONSENT, OUTSI DE THE
DCD | NTEL COVPONENT THAT COLLECTED AND RETAI NED THE
| NFORMATI ON.
- CRITERI A FOR DI SSEM NATI ON:

-- COLLECTED UNDER PRCCEDURES 2 AND 3.
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-- RECI PI ENT HAS REASONABLE NEED FOR | NFORVATI ON.
ANNEX V to APPENDI X B

Intelligence Oversight Training Briefing
(Cont)

-- RECIPIENT IS AUTHORI ZED TO RECEI VE THE | NFORVATI ON.

- OTHER DI SSEM NATI ON MUST BE APPROVED BY THE COMVAND LEGAL
ADVI SER.
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ANNEX V to APPENDI X B

Intelligence Oversight Training Briefing
(Cont)

INTELLIGENCE
OVERSIGHT
TRAINING BRIEFING

PROCEDURE FIVE

GOVERNS ELECTRONIC SURVEILLANCE

IMPLEMENTS THE FOREIGN INTEL SURVEILLANCE ACT
OF 1979, FOR DOD ACTIVITIES TO COLLECT FOREIGN

INTELLIGENCE, AS DEFINED IN THE ACT
GENERAL RULES
* WITHIN THE UNITED STATES:
COURT ORDER OR ATTORNEY GENERAL APPROVAL
* OUTSIDE THE UNITED STATES:
U.S. PERSON STILL HAVE RIGHT TO PRIVACY;

HOWEVER, INFORMATION MAY BE COLLECTED
INCIDENTAL TO A FOREIGN TARGET

PROCEDURE FI VE.
ELECTRONI C SURVEI LLANCE FOR | NTELLI GENCE PURPCSES
- | MPLEMENTS THE FOREI GN | NTELLI GENCE SURVEI LLANCE ACT OF
1978 AND APPLI ES TO ELECTRONI C SURVEI LLANCE, AS DEFI NED

I N THAT ACT, CONDUCTED BY DCD | NTEL COMPONENTS TO
CCOLLECT FOREI GN | NTELLI GENCE | NFORMATI ON, AS DEFI NED | N
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THE ACT.

ANNEX V to APPENDI X B

Intelligence Oversight Training Briefing
(Cont)

-  GENERAL RULES:
-- PART ONE (WTHIN THE U. S.):

+ COURT ORDER OR ATTORNEY GENERAL APPROVAL
REQUI RED TO CONDUCT ELECTRONI C SURVEI LLANCE.

+ ONLY THE SECDEF, DPTY SECDEF, UNDER SEC OF
M LI TARY DEPARTMENTS, AND THE DI R, NSA, MAY
APPROVE ELECTRONI C SURVEI LLANCE REQUEST.

+ EMERGENCY SURVEI LLANCE POSSI BLE, W TH ATTORNEY
GENERAL APPROVAL | AW THE 1978 ACT.

-~ PART TWD (OUTSIDE THE U.S.):

+ U S. PERSONS QUTSIDE THE U.S. STILL HAVE A
REASONABLE RI GHT TO PRI VACY AND THEREFORE
CCLLECTI ON MUST COVPLY WTH TH S PCLI CY;
HOWNEVER, | NFORVATI ON OBTAI NED | NCI DENTAL TO
DI RECT COLLECTION OF A U.S. PERSON, |.E.,
A FOREI GN TARGET OF COLLECTI ON REVEAL
| NFORMATI ON OF A U.S. PERSON, DCES NOT
CONSTI TUTE ELECTRONI C SURVEI LLANCE.

+ ELECTRONI C SURVEI LLANCE CAN BE CONDUCTED
"QUTSIDE" THE U.S. FROMWTH N THE U. S., |F THE
SI GNALS COLLECTED ORI G NATE AND TERM NATE
QUTSI DE THE UNI TED STATES.

+ ANY FLAG OFFI CER MAY APPROVE ELECTRONI C
SURVEI LLANCE OQUTSI DE THE U.S. UNDER EMERGENCY
CONDI Tl ONS.
--  PART THREE (SI GNAL CCLLECTI ON ORGANI ZATI ONS) :
+ MAY CONDUCT FOREI GN OR M LI TARY TACTI CAL COMVS

WHI CH | NCI DENTALLY COLLECT | NFORMATI ON
CONCERNI NG U. S. PERSONS.
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++ MJIST BE DESI GNED NOT' TO | NTERCEPT COMVB
UNRELATED TO M LI TARY EXERCI SES.

ANNEX V to APPENDI X B

Intelligence Oversight Training Briefing
(Cont)

++ MAY BE RETAI NED AND PROCESSED W THOUT
DELETI NG REFERENCES TO U. S. PERSONS
COLLECTED | NCl DENTALLY TO THE EXERCI SE,
PROVI DED THAT THE | NFORMATION IS TO BE
DESTROYED AS SOON AS FEASI BLE.

++ DI SSEM NATI ON OF | NFORVATI ON COLLECTED | S
RESTRI CTED TO AUTHORI TI ES AND PERSONS
PARTI Cl PATI NG | N OR CONDUCTI NG REVI EW5 AND
CRI TI QUES OF SUCH ACTI VI TI ES.

NOTE: PARTS FOUR THROUGH SEVEN DEAL W TH THE USE OF TECHN CAL
SURVEI LLANCE EQUI PMENT AND CALI BRATI NG DEVI CES OF SAI D EQUI PMENT.

CONSULT THE REFERENCE | F YOU ARE I NVOLVED IN THI' S TECHNI CAL
AREA.
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ANNEX V to APPENDI X B

Intelligence Oversight Training Briefing
(Cont)

INTELLIGENCE
OVERSIGHT
TRAINING BRIEFING

PROCEDURE SIX

GOVERNS CONCEALED MONITORING FOR
FOREIGN AND COUNTER INTEL

GENERAL RULES

* WITHIN THE UNITED STATES:

MAY BE CONDUCTED ON DOD OWNED OR LEASED
FACILITIES, OR IN AGREEMENT WITH SECDEF

* OUTSIDE THE UNITED STATES:
MAY BE CONDUCTED ON DOD OWNED OR LEASED

FACILITIES OR AFTER COORDINATION WITH
HOST NATION, LEGAL ADVISOR, AND CIA

PROCEDURE SI X.
CONCEALED MONI TORI NG

-  TH' S PROCEDURE APPLI ES TO CONCEALED MONI TORI NG ONLY FOR
FOREI GN | NTELLI GENCE AND COUNTERI NTELLI GENCE PURPOSES
CONDUCTED BY A DOD | NTELLI GENCE COVPONENT W THI N THE
UNI TED STATES OR DI RECTED AGAI NST A UNI TED STATES
PERSON WHO IS QUTSI DE THE UNI TED STATES WHERE THE
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SUBJECT OF SUCH MONI TORI NG DCES NOT HAVE A
REASONABLE EXPECTATI ON COF
ANNEX V to APPENDI X B

Intelligence Oversight Training Briefing
(Cont)

PRI VACY, AND NO WARRANT WOULD BE REQUI RED | F FOR LAW
ENFORCEMENT PURPCOSES.

- WTH N THE UNI TED STATES: MON TORI NG MAY ONLY BE
CONDUCTED ON A FACI LITY OANED OR LEASED BY DOD, OR IN
AGREEMENT W TH SECDEF AND THE ATTORNEY GENERAL.

- QUTSIDE THE UNI TED STATES: MONI TORI NG MAY ONLY BE
CONDUCTED ON A FACI LITY OAMNED OR LEASED BY DOD, OR

AFTER COORDI NATI ON W TH EUCOM LEGAL ADVI SER, CI' A, AND
THE LOCAL HOST GOVERNMENT, | F REQUI RED BY STATUS OF
FORCES AGREEMENTS.
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(Cont)

INTELLIGENCE
OVERSIGHT
TRAINING BRIEFING

PROCEDURE SEVEN

UNCONSENTED PHYSICAL SEARCHES OF
PERSON OR PROPERTY

GENERAL RULES

* MAY BE CONDUCTED OF ACTIVE DUTY PERSONNEL
WHEN AUTHORIZED BY THEIR CDR, BASED UPON
PROBABLE CAUSE THAT THEY ARE ACTING ON
BEHALF OF A FOREIGN POWER

* OTHER SEARCHES MUST BE DONE BY THE FBI
WITHIN THE UNITED STATES, OR WITH THE
ATTORNEY GENERAL'S APPROVAL OUTSIDE THE
UNITED STATES

PROCEDURE SEVEN.
PHYSI CAL SEARCHES

SM 40- 2

-  TH' S PROCEDURE APPLI ES TO UNCONSENTED PHYSI CAL SEARCH OF
ANY PERSON OR PROPERTY W THI N THE UNI TED STATES AND TO
PHYSI CAL SEARCHES OF THE PERSON OR PROPERTY OF A

UNI TED STATES PERSON QUTSI DE THE U. S. BY DOD | NTEL
AGENCI ES FOR FOREI GN | NTEL OR COUNTERI NTELLI GENCE
PURPOSES.
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ANNEX V to APPENDI X B

Intelligence Oversight Training Briefing
(Cont)

- UNCONSENTED SEARCH | NSI DE AND OQUTSI DE THE UNI TED STATES:

-- |S PERM TTED OF ACTI VE DUTY M LI TARY PERSONNEL FOR
COUNTERI NTELLI GENCE REASONS, WHEN AUTHORI ZED BY A
M LI TARY COVWANDER EMPOVWERED TO APPROVE SEARCHES

FOR LAW ENFORCEMENT REASONS, BASED ON PROBABLE
CAUSE TO BELI EVE THAT SUCH PERSONS ARE ACTI NG ON
BEHALF AS AGENTS OR ON BEHALF OF A FOREI GN
POVNER.

-- OTHER PHYSI CAL SEARCHES FOR FOREI GN | NTEL OR
COUNTERI NTEL MJST BE CONDUCTED BY THE FBI, | NSI DE
THE UNI TED STATES, OR REQUI RES APPROVAL COF THE
ATTORNEY GENERAL QUTSI DE THE UNI TED STATES.
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ANNEX V to APPENDI X B

Intelligence Oversight Training Briefing
(Cont)

INTELLIGENCE
OVERSIGHT
TRAINING BRIEFING

PROCEDURE EIGHT
GOVERNS OPENING OF MAIL IN U.S. POSTAL
CHANNELS AND USE OF MAIL COVERS
* WITHIN U.S. POSTAL SYSTEM:

DOD MAY NOT OPEN OR REQUEST THAT FIRST
CLASS MAIL BE OPENED. HOWEVER, THEY MAY

REQUEST OTHER CLASS BE INSPECTED BY U.S.
POSTAL SERVICE AUTHORITIES

* OUTSIDE U.S. POSTAL SYSTEM:

- MAY OPEN U.S. PERSONS MAIL WITH ATTORNEY
GENERAL'S APPROVAL

- MAY OPEN NON-U.S. PERSONS MAIL IAW SOFA
AGREEMENTS

* MAIL COVERS:

AUTHORIZED THROUGH POSTAL AUTHORITIES WITHIN
U.S. OR HOST NATION LAWS/SOFA IF OUTSIDE U.S.

PROCEDURE EI GHT.
SEARCHES AND EXAM NATI ON OF MAI L
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-  TH' S PROCEDURE APPLIES TO THE OPENING OF MAIL IN U. S
POSTAL CHANNELS, AND THE USE OF MAI L COVERS W TH
RESPECT ANNEX V to APPENDI X B

Intelligence Oversight Training Briefing
(Cont)

TO SUCH MAI L, FOR FOREI GN | NTEL AND COUNTERI NTELLI GENCE
PURPOSES. | T ALSO APPLIES TO THE OPENING OF MAIL TO OR
FROM U. S. PERSONS WHERE SUCH ACTI VI TY | S CONDUCTED
QUTSIDE THE U.S. AND SUCH MAIL IS NOT IN U S. POSTAL
CHANNELS.

- PROCEDURES:
-- SEARCHES OF MAIL WTHIN THE U. S. POSTAL SYSTEM

+ DOD COMPONENTS ARE NOT AUTHORI ZED TO DETAI N OR
OPEN, OR REQUEST SUCH ACTI ON OF THE POSTAL
SERVI CE, FOR FI RST CLASS MAIL WTHI N U. S.
POSTAL CHANNELS FOR FOREI GN OR COUNTER
| NTELLI GENCE REASONS.

+ DOD MAY REQUEST POSTAL AUTHORI TI ES TO | NSPECT,
OR AUTHORI ZE THE | NSPECTI ON OF OTHER THAN FI RST
CLASS MAI L, FOR FOREI GN OR COUNTERI NTELLI GENCE
REASONS.

--  SEARCHES OF MAIL QUTSIDE U.S. POSTAL CHANNELS.

+ DOD | NTELLI GENCE COMPONENTS ARE AUTHORI ZED TO
OPEN MAIL TO OR FROM U. S. PERSONS THAT | S FOUND
QUTSI DE U. S. POSTAL CHANNELS ONLY PURSUANT TO
THE APPROVAL OF THE ATTORNEY GENERAL.
REQUESTS W LL BE TREATED AS UNCONSENTED

SEARCHES.

+ HEADS OF DCD | NTELLI GENCE COMPONENTS MAY AUTHCORI ZE
OPENI NG OF MAIL QUTSI DE OF U. S. POSTAL CHANNELS
WHEN BOTH PARTI ES ARE NON-U. S. PERSONS | F
OTHERW SE LAWFUL AND CONSI STENT W TH LOCAL
SOFA AGREEMENTS.

--  MAIL COVERS.

+ DOD | NTEL COVPONENTS MAY REQUEST U. S. POSTAL
AUTHORI TIES TO EXAM NE MAIL IN U S. POSTAL
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CHANNELS FOR COUNTERI NTELLI GENCE PURPGCSES, | N
ACCORDANCE W TH APPLI CABLE POSTAL
REGULATI ONS.

ANNEX V to APPENDI X B

Intelligence Oversight Training Briefing
(Cont)

+ DOD I NTEL COVPONENTS MAY ALSO REQUEST MAI L
COVERS W TH RESPECT TO MAIL TO OR FROM A U. S.
PERSON THAT IS OQUTSI DE U. S. POSTAL CHANNELS,
| AW APPROPRI ATE LAW AND PROCEDURE OF THE HOST
GOVERNMVENT, AND SOFA AGREEMENTS.
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ANNEX V to APPENDI X B

Intelligence Oversight Training Briefing
(Cont)

INTELLIGENCE
OVERSIGHT
TRAINING BRIEFING

PROCEDURE NINE
PHYSICAL SURVEILLANCE
APPLIES TO DOD INTEL CONDUCTED SURVEILLANCE
FOR FOREIGN INTEL OR ClI REASONS OF U.S. PERSONS

* INSIDE UNITED STATES:

MAY BE CONDUCTED ON DOD INSTALLATIONS

ONLY. OUTSIDE OF DOD FACILITIES

RESPONSIBILITY OF FBI

* OUTSIDE UNITED STATES:

MAY BE CONDUCTED IF FOR LAWFUL INVESTIGATIONS,
IS CONSISTENT WITH LOCAL LAWS/SOFA, AND IF
INFO IS NOT AVAILABLE THROUGH OTHER MEANS

PROCEDURE NI NE.
PHYSI CAL SURVEI LLANCE
-  TH' S PROCEDURE APPLI ES ONLY TO PHYSI CAL SURVEI LLANCE OF
U. S. PERSONS BY DOD | NTELLI GENCE COVPONENTS FOR FOREI GN

| NTELLI GENCE AND COUNTERI NTELLI GENCE PURPOSES.
SURVEI LLANCE EXERCI SES FOR TRAI NI NG ARE NOT SUBJECT
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TO TH' S PROCEDURE.
ANNEX V to APPENDI X B

Intelligence Oversight Training Briefing
(Cont)

- CRITERI A FOR PHYSI CAL SURVEI LLANCE OF U.S. PERSONS.
-- INSIDE THE UNI TED STATES:
+ DOD | NTELLI GENCE COMPONENTS MAY CONDUCT
UNCONSENTED PHYSI CAL SURVEI LLANCE FOR FOREI GN

| NTELLI GENCE AND COUNTERI NTELLI GENCE PURPOSES
AGAI NST U. S. PERSONS WHO ARE PRESENT OR

FORMER EMPLOYEES OF THE | NTELLI GENCE
COVPONENT CONCERNED; PRESENT OR FORMER
CONTRACTORS OF SUCH COMPONENTS OR THEI R
PRESENT OR FORMER EMPLOYEES; APPLI CANTS
FOR SUCH EMPLOYMENT COR CONTRACTI NG OR

M LI TARY PERSONS EMPLOYED BY A NON-

| NTELLI GENCE ELEMENT OF A M LI TARY SERVI CE.
ANY PHYSI CAL SURVEI LLANCE WH CH OCCURS CUTSI DE
A DCD | NSTALLATI ON SHALL BE COORDI NATED W TH
THE FBI AND OTHER LAW ENFORCEMENT AGENCI ES AS
MAY BE APPROPRI ATE.

-- QUTSIDE THE UNI TED STATES:

+ DOD | NTELLI GENCE COVPONENTS MAY CONDUCT
UNCONSENTED PHYSI CAL SURVEI LLANCE FOR
FOREI GN | NTELLI GENCE AND COUNTERI NTEL-
LI GENCE PURPOSES AGAI NST U.S. PERSONS I N
ONE OF THE CATEGORI ES | DENTI FI ED ABOVE.
ADDI TI ONALLY, SUCH COVPONENTS MAY CONDUCT
PHYSI CAL SURVEI LLANCE OF OTHER U. S.
PERSONS | N THE COURSE OF A LAWUL FOREI GN
| NTELLI GENCE OR COUNTERI NTELLI GENCE
| NVESTI GATI ON, PROVI DED:

(A) SUCH SURVEI LLANCE |'S CONSI STENT W TH
THE LAWS AND POLI CY OF THE HOST
GOVERNVENT AND DOES NOT VI OLATE ANY
SOFA AGREEMENTS I N EFFECT; AND

(B) THAT PHYSI CAL SURVEI LLANCE OF A U. S.
PERSON ABROAD TO COLLECT FOREI GN
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| NTELLI GENCE ANY BE AUTHORI ZED ONLY
TO OBTAI N Sl GNI FI CANT | NFORMATI ON
THAT CANNOT BE OBTAI NED BY OTHER
VEANS.

ANNEX V to APPENDI X B

Intelligence Oversight Training Briefing
(Cont)

INTELLIGENCE
OVERSIGHT
TRAINING BRIEFING

PROCEDURE TEN

UNDISCLOSED PARTICIPATION IN ORGANIZATIONS

* GOVERNS MEMBERSHIP IN U.S. GROUPS BY DOD
INTEL PERSONS ON BEHALF OF THE DOD ACTIVITY

* PARTICIPATION IS AUTHORIZED IF THE DOD INTEL
AFFILIATION IS REPORTED TO AN APPROPRIATE
ORGANIZATION OFFICIAL

* UNDISCLOSED PARTICIPATION MUST BE SPECIALLY
APPROVED AND MEET OTHER RESTRICTIONS

PROCEDURE TEN.
UNDI SCLOSED PARTI Cl PATI ON I N ORGANI ZATI ONS
- TH' S PROCEDURE APPLI ES TO PARTI Cl PATI ON BY EMPLOYEES OF

DCD | NTELLI GENCE COMPONENTS WTHIN THE U. S., OR ANY
ORGANI ZATI ON QUTSI DE THE U. S. THAT CONSTI TUTES A U. S.
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PERSON, VWHEN SUCH PARTI CI PATION | S ON BEHALF OF ANY

ENTI TY OF THE | NTELLI GENCE COVWUNI TY.  THESE
PROCEDURES

DO NOT APPLY TO PARTI CI PATION I N
ORGANI ZATI ONS FOR SOLELY PERSONAL PURPOSES.

DCD | NTEL COMPONENTS EMPLOYEES MAY PARTI Cl PATE | N
ORGANI ZATI ONS ON BEHALF OF SUCH COVPONENTS | NSI DE THE
U S, ORIN CRGANI ZATI ONS QUTSI DE THE U. S. THAT
ANNEX V to APPENDI X B

Intelligence Oversight Training Briefing
(Cont)

CONSTI TUTE A U.S. PERSON, ONLY I F THEI R AFFI LI ATION TO AN
| NTELLI GENCE COVPONENT | S DI SCLOSED TO AN APPROPRI ATE
OFFI CI AL OF THE ORGANI ZATI ON.  UNDI SCLOSED PARTI CI PA-
TI ON MUST BE SPECI FI CALLY APPROVED, IS LIMTED TO NO
LONGER THAN 12 MONTHS, AND MAY NOT BE | NTENDED TO
| NFLUENCE THE ACTI ONS OF SAI D ORGANI ZATI ON UNLESS
SPECI ALLY AUTHORI ZED.
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ANNEX V to APPENDI X B

Intelligence Oversight Training Briefing
(Cont)

INTELLIGENCE
OVERSIGHT
TRAINING BRIEFING

PROCEDURE 11
CONTRACTING FOR GOODS AND SERVICES
GOVERNS CONTRACTING OR ARRANGEMENTS FOR
GOODS OR SERVICES BY DOD INTEL COMPONENTS
WITHIN THE UNITED STATES

DOD MAY CONTRACT WITH:

* ACADEMIC INSTITUTIONS IF THE INTEL
SPONSORSHIP IS KNOWN

* COMMERCIAL AND PRIVATE ORGANIZATIONS
WITHOUT INTEL RELATIONSHIP IDENTIFIED IF:

(A) FOR PUBLISHED MATERIAL OR ROUTINE
GOODS AND SERVICES; OR

(B) IF APPROVAL IS GRANTED TO PROTECT
THE INTEL RELATIONSHIP

PROCEDURE 11.
CONTRACTI NG FOR GOODS AND SERVI CES
-  TH S PROCEDURE APPLI ES TO CONTRACTI NG OR OTHER

ARRANCEMENTS W TH U. S. PERSONS FOR THE PROCUREMENT OF
GOODS AND SERVI CES BY DOD | NTEL COVPONENTS W THI N THE
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UNI TED STATES.
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ANNEX V to APPENDI X B

Intelligence Oversight Training Briefing
(Cont)

DOD | NTELLI GENCE COVPONENTS MAY CONTRACT W TH:

ACADEM C I NSTI TUTIONS | F THE | NSTI TUTION | S MADE
KNOALEDGEABLE OF THE COVPONENT' S | NTELLI GENCE
SPONSCRSHI P.

COMVERCI AL ORGANI ZATI ONS AND PRI VATE

I NSTI TUTI ONS AND | NDI VI DUALS MAY BE DONE W THOUT
THE COVPONENT' S | NTELLI GENCE SPONSORSHI P BEI NG
MADE KNOWN TO THE CONTRACTOR | F:

+ CONTRACT IS FOR PUBLI SHED MATERI AL
AVAI LABLE TO THE GENERAL PUBLI C OR FOR
ROUTI NE GOCDS AND SERVI CES NECESSARY FOR
SUPPCORT OF APPROVED ACTI VI TIES; OR

+ FORVAL APPROVAL |'S OBTAI NED WHI CH STATES
THAT THE | NTELLI GENCE RELATI ONSHI P OF THE
COMPONENT MUST BE CONCEALED TO PROTECT THE
ACTI VI TIES OF THE DOD | NTEL COVPONENT
CONCERNED.
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ANNEX V to APPENDI X B

Intelligence Oversight Training Briefing
(Cont)

INTELLIGENCE
OVERSIGHT
TRAINING BRIEFING

PROCEDURE 12
PROVISION OF ASSISTANCE TO LAW
ENFORCEMENT AUTHORITIES
GOVERNS PROVIDING ASSISTANCE TO

LAW ENFORCEMENT AUTHORITIES

LIMITED ASSISTANCE IS AUTHORIZED IF:

- PREVENTING CLANDESTINE INTEL,
NARCOTICS, OR TERRORIST ACTS

- PROTECTING DOD EMPLOYEES, INFORMATION,
PROPERTY, AND FACILITIES

- PREVENTING, DETECTING, OR INVESTIGATING
OTHER VIOLATIONS OF LAW

PROCEDURE 12.
PROVI SI ON OF ASSI STANCE TO LAW ENFORCEMENT AUTHORI TI ES
-  TH' S PROCEDURE APPLIES TO THE PROVI SI ON OF ASSI STANCE BY

DOD | NTELLI GENCE COWPONENTS TO LAW ENFORCEMENT AUTHORI Tl ES
| AW EO 12333 AND DCOD DI RECTI VE 5525. 5.
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- DOD I NTELLI GENCE COMPONENTS ARE PERM TTED TO ASSI ST LAW
ENFORCEMENT AUTHORI TI ES FOR THE PURPCSE CF:

ANNEX V to APPEND X B

Intelligence Oversight Training Briefing
(Cont)

-- | NVESTI GATI NG OR PREVENTI NG CLANDESTI NE | NTELLI GENCE
ACTIVITIES BY FOREI GN PONERS, | NTERNATI ONAL NARCOTI CS
ACTIVITIES, OR | NTERNATI ONAL TERRCRI ST ACTI VI Tl ES.

-- PROTECTI NG DOD EMPLOYEES, | NFORVATI ON, PROPERTY,
AND FACI LI TI ES.

--  PREVENTI NG DETECTI NG OR | NVESTI GATI NG OTHER
VI OLATI ONS OF LAW
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ANNEX V to APPEND X B

Intelligence Oversight Training Briefing
(Cont)

INTELLIGENCE
OVERSIGHT
TRAINING BRIEFING

PROCEDURE 13
EXPERIMENTATION ON HUMAN
SUBJECTS FOR INTEL PURPOSES
GOVERNS HUMAN EXPERIMENTATION IF DONE

ON BEHALF OF DOD INTEL COMPONENTS

MAY BE UNDERTAKEN IF:

- WITH THE CONSENT OF THE U.S. PERSON

- IAW HEALTH AND HUMAN SERVICES GUIDELINES

- WITH SECDEF OR MILITARY DEPARTMENT
APPROVAL

PROCEDURE 13.
EXPERI MENTATI ON ON HUMAN SUBJECTS FOR | NTELLI GENCE PURPOSES

-  TH S PROCEDURE APPLI ES TO EXPERI MENTATI ON ON HUVAN SUBJECTS
| F SUCH EXPERI MENTATI ON |'S CONDUCTED ON BEHALF OF A DCOD

| NTELLI GENCE COVPONENT.
- EXPERI MENTATI ON MAY BE UNDERTAKEN ONLY:
--  WTH THE CONSENT OF THE SUBJECT, | AW HEALTH AND
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HUVAN SERVI CES GU DELI NES.
ANNEX V to APPEND X B

Intelligence Oversight Training Briefing
(Cont)

APPROVAL OF SECRETARY OR DEPUTY SECRETARY COF
DEFENSE OR OF THE M LI TARY DEPARTMENT AS
APPRCPRI ATE.
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INTELLIGENCE
OVERSIGHT
TRAINING BRIEFING

PROCEDURE 14
ESTABLISHES DOD EMPLOYEE RESPONSIBILITIES

TO COMPLY WITH 10 POLICY AND REPORT
VIOLATIONS THEREOF

* EMPLOYEES SHALL CONDUCT INTEL ACTIVITY
IAW 10 GUIDELINES
* DOD INTEL COMPONENTS SHALL:
- TRAIN EMPLOYEES
- ASSIST THE IG WITH IO MANAGEMENT
- ENSURE ONLY LAWFUL ACTIVITY

- TAKE NO ADVERSE ACTIONS AGAINST
EMPLOYEES WHO REPORT IO VIOLATIONS

- PROVIDE IG UNRESTRICTED ACCESS TO
ALL INFORMATION

PROCEDURE 14.
EMPLOYEE CONDUCT

SM 40- 2

TH' S PROCEDURE SETS FORTH THE RESPONSI BI LI TY OF EMPLOYEES
OF DOD | NTELLI GENCE COMPONENTS TO CONDUCT THEMSELVES | N
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ACCORDANCE W TH THI S REGULATI ON AND OTHER APPLI CABLE

PCLI CY. | T ALSO PROVI DES THAT DCD | NTELLI GENCE
ANNEX V to APPENDI X B

Intelligence Oversight Training Briefing
(Cont)

COMPONENTS SHALL ENSURE, AS APPRCPRI ATE, THAT THESE

PCLI CI ES AND GUI DELI NES ARE MADE KNOWN TO THEI R

EMPLOYEES.

- DOD I NTEL EMPLOYEES:

SHALL CONDUCT | NTELLI GENCE ACTIVITIES | AWW TH THI S
AND OTHER APPLI CABLE REGULATI ONS.

- DOD I NTEL COVPONENTS:

SHALL FAM LI ARI ZE I TS EMPLOYEES WTH THI' S AND
OTHER APPLI CABLE REGULATI ONS.

SHALL ASSI ST THE | NSPECTOR GENERAL RESPONSI BLE FOR
| NTELLI GENCE OVERSI GHT ACTI VI Tl ES.

-  HEADS OF DOD | NTELLI GENCE COVPONENTS SHALL:

ENSURE | NTEL ACTI VI TI ES ARE LAWFUL OR REPORTED TO
THE APPROPRI ATE GENERAL COUNSEL RESPONSI BLE FOR
THE COVPONENT.

TAKE NO ADVERSE ACTI ON AGAI NST EMPLOYEES REPORTI NG
| O VI OLATI ONS OR SUSPECTED VI OLATI ONS.

| MPCSE SANCTI ONS ON EMPLOYEES WHO VI CLATE | O
PCLI CY.

REFER FOR | NVESTI GATI ON SERI QUS VI CLATIONS CF | O
PQLI CY.

PROVI DE |1 O | NSPECTORS TOTAL ACCESS TO | NFORVATI ON
TO DETERM NE COVPLI ANCE W TH | O PCLI ClI ES.

ENSURE THAT EMPLOYEES COOPERATE FULLY WTH | O
BOARDS AND REPRESENTATI VES.
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ANNEX V to APPENDI X B

Intelligence Oversight Training Briefing
(Cont)

INTELLIGENCE
OVERSIGHT
TRAINING BRIEFING

PROCEDURE 15

ESTABLISHES POLICY FOR IDENTIFYING, INVESTIGATING,
REPORTING QUESTIONABLE INTEL ACTIVITY

* ALL EMPLOYEES, COMPONENTS, AND IGS ARE RESPONSIBLE
FOR REPORTING QUESTIONABLE ACTIVITY

* EACH REPORT OF QUESTIONABLE ACTIVITY MUST BE
INVESTIGATED

* INCIDENT REPORTS WILL BE FORWARDED THROUGH
IG CHANNELS TO DOD AND GENERAL COUNSEL

* ALL DOD COMPONENTS CONDUCTING INTEL ACTIVITY WILL
REPORT IO ACTIVITY QUARTERLY

PROCEDURE 15.
| DENTI FYI NG | NVESTI GATI NG AND REPORTI NG QUESTI ONABLE ACTI VI TY

- TH' S PROCEDURE APPLI ES TO THE | DENTI FYI NG, | NVESTI GATI NG,
AND REPORTI NG OF QUESTI ONABLE | NTELLI GENCE ACTI VI Tl ES.

- | DENTI FI CATI ON.
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-- ALL EMPLOYEES SHALL REPORT QUESTI ONABLE | NTELLI GENCE
ACTI VI TY.

ANNEX V to APPENDI X B

Intelligence Oversight Training Briefing
(Cont)

-- ALL IG S SHALL:

+ SEEK TO DETERM NE | F SUCH COMPONENTS ARE
| NVOLVED | N QUESTI ONABLE | NTELLI GENCE ACTI VI TY.

+ DETERM NE | F OTHER AGENCI ES W THI N THEI R
JURI SDI CTI ON, NOT | DENTI FI ED AS | NTELLI GENCE
COMPONENTS, ARE BEI NG USED FOR FOREI GN
| NTELLI GENCE OR COUNTERI NTELLI GENCE
PURPOSES AND I F SO ARE | N COVPLI ANCE WTH I O
PCLI CY.

+ ENSURE THAT REPORTI NG PROCEDURES EXI ST AND THAT
ALL EMPLOYEES OF SUCH | NTELLI GENCE COVPONENTS
ARE KNONLEDGEABLE OF THE PROCEDURES AND THEI R
RESPONSI BI LI TY TO REPORT QUESTI ONABLE ACTI VI TY.

- | NVESTI GATI ONS.
--  EACH REPORT OF QUESTI ONABLE ACTI VI TY SHALL BE
| NVESTI GATED TO THE EXTENT NECESSARY TO DETERM NE
THE FACTS AND ASSESS WHETHER THE ACTIVITY | S LEGAL
AND |'S CONSI STENT W TH APPLI| CABLE PQLI CY.

--  VWHEN APPRCPRI ATE, REPORTS FORWARDED TO EUCOM LEGAL
ADVI SER SHALL BE REFERRED TO THE APPROPRI ATE | G

-- | NVESTI GATI ONS SHALL BE CONDUCTED EXPEDI TI QUSLY.
-- I NSPECTORS SHALL HAVE ACCESS TO ALL RELEVANT
| NFORVATI ON REGARDLESS COF CLASSI FI CATI ON OR
COVPARTMENT TO CONDUCT AN | NSPECTI ON.
- REPORTS.

-- |G S AND EUCOM LEGAL ADVI SER SHALL REPORT SERI QUS
VI OLATI ONS | MVEDI ATELY TO THE DOD GENERAL COUNSEL
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AND ATSD(1O).

EACH IG WLL SUBMT A QUARTERLY REPORT TO ATSD(1 O
CONCERNI NG ANY SI GNI FI CANT ACTI VI TY WH CH COMVES TO
THEI R ATTENTI ON, AS WELL AS SIGNI FI CANT |1 O ACTIVITY
TAKEN AND ANY | O PROGRAM SUGGESTI ONS.

ANNEX V to APPENDI X B

Intelligence Oversight Training Briefing
(Cont)

VI OLATI ONS OF FEDERAL CRIM NAL LAW W LL BE FORWARDED
TO THE DOD COUNSEL GENERAL FOR REVI EW AND
APPROPRI ATE ACTI ON.

GENERAL COUNSEL MAY REVI EW THE FI NDI NGS OF OTHER

GENERAL COUNSELS AND | G S REGARDI NG QUESTI ONABLE
ACTI VI Tl ES.
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ANNEX V to APPENDI X B

Intelligence Oversight Training Briefing
(Cont)

INTELLIGENCE
OVERSIGHT
TRAINING BRIEFING

DIRECTIVE REVIEW

* KNOW PROCEDURES 1-5, 14, AND 15

* ALL PERSONNEL INVOLVED IN INTEL ACTIVITIES
ARE RESPONSIBLE FOR COMPLYING WITH THESE
PROCEDURES

* KNOW THESE PROCEDURES THAT APPLY TO YOUR
ACTIVITY

* YOU ARE RESPONSIBLE FOR YOUR ACTION!!!

DI RECTI VE REVI EW

- TH' S CONCLUDES OUR REVI EW OF THE 15 | NTELLI GENCE
OVERSI GHT PROCEDURES. KNOW THOSE PROCEDURES WHI CH

APPLY DI RECTLY TO YOUR ACTIVITIES AND BE FAM LI AR WTH
THE OTHERS. REMEMBER - YOU ARE RESPONSI BLE FOR
YOUR AND YOUR ORGANI ZATI ON' S | NTELLI GENCE ACTI VI Tl ES.

B- V- 53



SM 40- 2

ANNEX V to APPENDI X B

Intelligence Oversight Training Briefing
(Cont)

INTELLIGENCE
OVERSIGHT
TRAINING BRIEFING

YOU ARE INVOLVED

IF

YOU COLLECT, PROCESS, RETAIN, OR
DISSEMINATE INTEL INFORMATION FOR:

- FOREIGN INTELLIGENCE

- COUNTERINTELLIGENCE

- COUNTERTERRORISM

- NARCOTICS ACTIVITY

ARE YQU | NVOLVED I N | NTELLI GENCE ACTI VI Tl ES?

- EUCOM AS A UNI FI ED COWAND, IS AN | DENTI FI ED DOD
ACTIVITY WH CH MAY, AS AUTHORI ZED, CONDUCT | NTELLI GENCE

ACTIVITIES. | F YOU ARE A EUCOM ELEMENT AND YOU

CCOLLECT, PROCESS, RETAIN, OR DI SSEM NATE | NTELLI GENCE

| NFORMATI ON FOR FOREI GN | NTELLI GENCE, COUNTERI N-

TELLI GENCE, TERRORI SM OR NARCOTI CS ACTIVITY, YOU ARE

| NVOLVED | N | NTELLI GENCE ACTI VI TY AND RESPONS| BLE TO

THE POLI Cl ES OF | NTELLI GENCE OVERSI GHT.

- |F YOU ARE CHARTERED TO CONDUCT LAW ENFORCEMENT
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ACTI VI TIES YOU MUST ABI DE BY APPROPRI ATE LAW
ENFORCEMENT PROCEDURES.
ANNEX V to APPENDI X B

Intelligence Oversight Training Briefing
(Cont)

INTELLIGENCE
OVERSIGHT
TRAINING BRIEFING

REPORTING

EVERYONE IN EUCOM IS RESPONSIBLE TO
SAFEGUARD AGAINST IO VIOLATIONS
AND
TO REPORT THEM WHEN YOU BELIEVE A
VIOLATION HAS OCCURRED
REPORTING CHAIN:
- SUPERVISOR
- 10 OFFICER/IO TRAINING OFFICER
- EUCOM IG

- EUCOM LEGAL ADVISOR

- DOD IO/IGIATTORNEY GENERAL

WHEN, HOW AND TO WHOM YOU SHOULD REPORT | O VI OLATI ONS.
-  EVERYONE | S RESPONSI BLE TO SAFEGUARD AGAI NST | O

VI OLATIONS. | F YOU SHOULD SEE OR SUSPECT AN | O
VI OLATI ON WTH N YOUR ACTIVITY, YOU MJST:
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NOTI FY YOUR SUPERVI SOR, ACTIVITY IO OFFICER OR |1 O
TRAI NI NG OFFI CER, THE EUCOM | O OFFI CER, EUCOM
| NSPECTOR GENERAL, OR THE DOD | NSPECTOR GENERAL,
WTH N 24 HOURS ANNEX V to APPENDI X B

Intelligence Oversight Training Briefing
(Cont)

OF DI SCOVERY. YOUR NOTI FI CATI ON CAN BE VERBAL,
HOWNEVER, A MEMORANDUM FOR RECORD | S ENCOURAGED,
SHOULD A QUESTI ON ARI SE LATER CONCERNI NG YOUR Tl MELY
REPORTI NG OF THE | NCI DENT.

- 10 OFFI C ALS ARE RESPONSI BLE TO | NVESTI GATE AND REPORT
SUSPECTED OR ACTUAL | O VI OLATI ONS | AW SM 40- 2.
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ANNEX V to APPENDI X B

Intelligence Oversight Training Briefing
(Cont)

INTELLIGENCE
OVERSIGHT
TRAINING BRIEFING

CONCLUSION

EUCOM INTELLIGENCE OVERSIGHT PROGRAM

* CONTACT YOUR UNIT IO OFFICER OR
10 TRAINING OFFICER IF YOU HAVE

QUESTIONS OR NEED ASSISTANCE

* OTHER SOURCES OF ASSISTANCE ARE:

- EUCOM INSPECTOR GENERAL

- EUCOM LEGAL ADVISOR

- CHAIN OF COMMAND

CONCLUSI ON

- TH'S CONCLUDES YOUR | NDI VI DUAL TRAI NI NG BRI EFI NG OF THE
EUCOM | O PROGRAM  SHOULD YOU HAVE ANY QUESTI ONS OR
NEED ASSI STANCE | N | O MATTERS, CONTACT YOUR ACTIVITY IO
OFFI CER OR TRAI NI NG OFFI CER, OR THE EUCOM | O
OFFI CER.
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APPENDI X C
| O Activities Reporting Procedures

C1l. Quarterly 10 Activities Report.

a. ECAG The USEUCOM I G wi Il prepare and submt the
quarterly 10O Activity Report to the Joint Staff 1G of 10 activi-
ties occurring, due NLT 15 working days after the close of each
quarter ending on the |ast work day of DEC, MAR, JUN, and SEP.
Negative reports are required.

b. EC2.

(1) The USEUICOM IO O ficer wll prepare and submt a
Quarterly 10 Activity Reports to ECIG conbined frominputs from
USEUCOM st aff el ements, directorates, and subordinate joint
organi zations 1O representati ves.

(2) Reports will be submtted to ECIG NLT five work days
after the end of each quarter ending the | ast work day of DEC,
MAR, JUN, and SEP. Negative reports are required.

c. ECLA

(1) The EUCOM Legal Adviser will submt a Quarterly 10
Activity report, to include actions taken with respect to
guestionabl e activities, to ECI G and provide other |egal support
as required.

(2) Reports will be submtted to ECIG NLT five work days
after the end of each quarter ending the | ast work day of DEC,
MAR, JUN, and SEP. Negative reports are required.

d. USEUCOM Staff Elenents, Directorates, and Subordi nate
Joi nt Organi zati ons.

(1) Each USEUCOM staff elenent, directorate, or subordinate
joint organization 10O Oficer wwll prepare and submt a Quarterly
| O Activities Report to the USEUCOM IO O ficer, ATTN. ECI2-P-C,
APO AE 09128.

(2) Reports are due NLT the first work day after the quarter
ending on the |last work day of DEC, MAR, JUN, and SEP. Negative
reports are required.

(3) The report will provide the nanme(s) of the 10 and IO
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Training Oficers, 10 training conducted specifying the nunber of
APPENDI X C

| O Activities Reporting Procedures
(Cont)

personnel receiving initial and refresher training, section(s)
and results of the 25 percent 10 Self-Inspection, and the nunber
of 1O incidents reported during the |ast quarter. See Annex | to
this Appendix for a sanple report format.

C-2. 10 Incident Report.

a. |O Oficers.

(1) Al I1O0OOficers are responsible to investigate and
report 1O incidents or suspected incidents to the USEUCOM | O
O ficer as they are discovered.

(2) The local 10 Oficer will investigate the matter
internally, collecting the material in question, identifying
personnel involved, and determ ning the reason for obtaining,
processing, or retaining the material.

(3) A complete report of findings will be forwarded to the
USEUCOM 1O O ficer within five workdays of the incident's
di scovery. A nmenorandum format is acceptable to report 10
findings to the USEUCOM | O O ficer or other appropriate 10
of ficial.

b. USEUCOM Staff Elenents, Directorates, and Subordi nate
Joi nt Organi zation Personnel .

(1) Al personnel are responsible to report 10 violations or
suspected violations to their supervisor, staff elenent,
directorate, or subordinate joint organization IO Oficer, the
USEUCOM | O O ficer, or the USEUCOM I nspector General within 24
hours of their discovery.

(2) Failure to report 10O violations or suspected violations
isinitself a violation of 10 policies.

(3) Reports may be made verbally; however, a nenorandum for
record outlining the details of your concern is recomended.
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ANNEX | to APPENDI X C
Quarterly 10 Activities Report
C1-1. Prepare the report as a nmenorandum or nessage.
C1-2. Provide the follow ng information:

a. Activity 1OOficer and 10 Training Oficer.
(Name, Rank, Tel ephone nunber)

b. Personnel Receiving IO Training.

(1) Nunber of Initial Briefings:

(2) Nunber of Refresher Briefings:

c. Self-lInspection Results:

(1) Nane of (sub)-Activity(ies) inspected.

(2) Nunber of personnel interviewed.

(3) Any violations noted?

d. Significant 10 Activity during last quarter. (Basic
details of any 10 incidents reported/investigated and actions

t aken.)

e. 10 Policy/Procedure Recommendati ons.

Cl-1
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APPENDI X D
ECI G 1 O I nspection Guide

D-1. Purpose. This Inspection GQuide is to be used as a reference
for inspections before and during evaluations of the Intelligence
Oversight (1O Program It also serves as a self-inspection guide
for USEUCOM activities required by this directive to conduct 10
I nspecti ons.

D-2. References.
a. EO 12333, "United States Intelligence Activities".

b. DoD Directive 5240.1, "Activities of DoD Intelligence
Conponents that Affect United States Persons".

C. DoD Regul ati on 5240-1R, "Procedures CGoverning the Activi-
ties of DoD Intelligence Conponents that Affect United States
Per sons".

d. JCS SM 254-82, "Expansion of Inspectors Ceneral
Activities".

e. Joint Staff Meno, MM75-91, "Oversight of Intelligence
Activities".

f. EBEUCOM Directive 125-4, "The USEUCOM | nspector Ceneral "
D-3. Ceneral.

a. References a through c establish the general principles for
effective and lawful conduct of 10 activities and the procedures
governing the activities of DoD intelligence conponents that affect
U S. persons.

b. Ref erences a through b establish the mssion, policy, and
procedures of the USEUCOM I nspector Ceneral. They al so establish
i nspection guidelines and provide inspection criteria and reporting
pr ocedur es.

c. This inspection guide will be used by USEUCOM ECI G for 10
I nspecti ons.

D 4. Procedur es. O inspections wll focus on the training
program and procedures for reporting questionable activities.
Checklists for evaluation are provided as Annex |, Interviews with

D1
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O Oficers and 10 Training Oficers and Annex Il, Interviews with
Unit Personnel. Specific format for inspections is as foll ows:
APPENDI X D

ECI G 1 O I nspection Guide
(Cont)

a. Phase |l. In Brief.

(1) Briefing by I1G stating:

(a) Requirenents for and purpose of inspection.
(b) Format of inspection.

(2) Brief by inspected unit descri bing:

(a) Mssion and functions.

(b) CGeographic area of responsibilities.

(c) Organizational structure, personnel, and intelligence
facilities.

(d) Parent organization and command rel ati onshi ps.
(e) Source of tasking.

(f) Consuners.

(g) Types of files maintained.

b. Phase Il. The Inspection.

(1) One inspector will interviewthe IO Oficer and 10
Training Oficer concerning questions in Annex | to this

Appendi x.

(2) Oher inspector(s) wll interview a random sanpling of
menbers of the unit to determne their know edge of the IO
Program usi ng questions found in Annex Il to this Appendix. To
assist the 1Gin arranging interviews, a listing of all unit
personnel, sorted by division, listing all officers, enlisted
personnel, DoD civilians and others, wll be provided to the IG
two weeks prior to the inspection.

D2
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c. Phase Ill. Qut Brief. The IG provides an out brief of
"first inpressions” to the inspected unit. A witten report of
findings wll be provided to the inspected unit within four to
Si X weeks.

APPENDI X D

ECI G 1 O I nspection Guide
(Cont)

D-5. Revisions. HQ USEUCOM I O representatives are responsible
for a quarterly review of 25 percent of their activity, 100
percent annually. Al staff elenents, directorates, and
subordi nate joint organi zations, and subordi nate j oint

organi zati ons are encouraged to provide inprovenents to the 10
| nspection Guide and Policies. Recommended changes shoul d be
submtted to the USEUCOM | O O ficer and/or EC G

ANNEXES
| - Interviews with O Oficers and 10 Training Oficers
Il - Interviews with Unit Personnel

D-3
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ANNEX | to APPENDI X D
Interviews with 10 Oficers and 10 Training Oficers

D-1-1. Oganization.

a. Does the organization conduct intelligence activities,
have an intelligence mssion, or have intelligence personnel
assi gned?

b. Is an 1O Oficer and 10 Training Oficer appointed in
writing?

c. Is training available for the 1O Oficer(s)?
d. What are the intelligence conponents of the unit?
(1) Have they been inspected | AWDoD 5240. 1- R?

(2) Have inspection reports been forwarded to parent
activities?

(3) Have they submitted quarterly 10 Activity reports?

e. Does the organization engage in any "special activities"?
(I'f so, under what authority/authorization?)

D-1-2. Publ i cati ons.

a. Does the organization have all required publications; are
they current; and properly maintained?

b. Wiere are the publications maintained? Do organization
personnel have access to thenf

c. Are there local SOPs used? (If so, review themfor
conflict with USEUCOM directive.)

D-1-3. Reports.

a. Have all intelligence activities which raise issues of
legality been given | egal review?

b. Has any adverse action been taken agai nst any enpl oyee
because he/she reported questionable 10 activities?

c. Have there been any significant instances of fraud,

D-1-1
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wast e, or abuse which inpact on intelligence operations?
ANNEX | to APPENDI X D

Interviews with 10 Oficers and 10 Training Oficers
(Cont)

d. What significant 10O activities (instructions, training,
initiatives, published docunents) have been undertaken?

e. Do organization files contain information about U S
civilians?

f. Has appropriate disciplinary action been taken agai nst
any enpl oyer who has conducted an unl awful or unauthorized
guestionabl e activity?

D-1-4. Trai ning.
a. Wwoisthe IOtraining Oficer?

b. Is the IOtraining Oficer appointed in witing?
(See the orders)

c. What 10 training docunents has the command publi shed?

d. What is the command's 1O training progranf

e. |Is refresher training conducted on an annual basis?
f. Is training docunented and records maintained | AW
SM 40- 2?

g. Are personnel famliar with procedures for reporting
guestionable activities?

h. |Is there adequate training on reporting requirenents of
guestionable activities?

D-1-2
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ANNEX Il to APPENDI X D
Interviews with Unit Personnel

D-I1-1. Wen did you |last have 10 training? Wuat did it consist
of ?

D-11-2. What is | O?

- The means of ensuring that U S. intelligence and
counterintelligence agencies carry out their duties in
accordance with the U.S. Constitution, U S. law, and ful
consideration of the rights of U S. persons. (EO 12333)

D-11-3. Do you know what regul ati ons govern the conduct of
intelligence activities?

- EO 12333, DoD Dir 5240.1, DoD Reg 5240.1-R

D11-4. Do you know who the individual is that can give you
specific guidance and interpretation on O natters?

- 1OOficer and 10 Training Oficer
D-11-5. Explain the DoD Directive on IO

a. Wt is the intent of DoD 5240.1-R? To provide
procedures for the intelligence comunity to conduct its m ssion
while protecting the constitutional and civil |iberties of al
U S citizens.

b. Wat are your responsibilities as a person involved in
intelligence activities? To performnmny intelligence m ssion | AW
| O procedures and report any violations.

DIl1-6. Wat is a U S. Person?
- aUuUsS citizen
- an alien known by the intelligence conmunity to be
a permanent resident alien (i.e., foreign nationals
lawfully admtted into the U S. for permanent
resi dence).

- an unincorporated association substantially conposed
of U S citizens or permanent resident aliens.

D-11-1



SM 40- 2

ANNEX 'l to APPENDI X D

Interviews with Unit Personnel
(Cont)

- a corporation incorporated in the U S., except for
a corporation directed and controlled by a foreign
governnment (s) (EO 12333)
D-11-7.\Wat types of investigative activities/techniques are
restricted concerning the gathering of information on U S.
persons?

- Sone physical searches, electronic surveillance, nail
openi ngs, physical surveillance, and undi scl osed
participation in organizations. (DoD 5240. 1-R
procedure 2)

D-11-8. How nay infornmation about U S. persons be collected? (DoD
5240. 1-R, Procedure 2)?

a. Obtained wth consent of the U S. person.

b. Publicly available information.

c. Foreign intelligence information (sone restrictions).
d. Counterintelligence information (sonme restrictions).

e. Data of potential source offering assistance to intel
activities.

f. Information withheld to protect intelligence sources
(sone restrictions).

g. Threats to physical security of personnel or facilities.
h. Personnel Security rel ated data.

i. Communications security related dat a.

J]. Illegal Narcotics activities.

k. Threats to safety of personnel or facilities.

D-11-2
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| .  Overhead Reconnai ssance nateri al
m Personnel data collected for adm nistrative purposes.
ANNEX |1 to APPENDI X D

Interviews with Unit Personnel
(Cont)

D11-9. Howlong can information regarding U S. persons be
stored before determ ni ng whet her permanent storage is
aut hori zed?

- 90 days (DoD 5240.1-R, Procedure 3)
D-11-10. Do you know what "questionable activity" is?

- Any conduct that constitutes, or is related to, an
intelligence activity that may violate the |aw, any EO or
Presidential directive or applicable DoD policy. (DoD 5240. 1-R
Procedure 15).

D-11-11. What is your obligation to report questionable
activities?

- Every person/intelligence representative who knows or
suspects questionable activity must report to EUCOM Legal Advi ser
or the 1G (DoD 5240.1-R, Procedure 15).

D-11-12. Do you know to whom you should report questionable
activities?

- EUCOM Legal Adviser, IG and/or Activity 10 Oficer DoD
5240. 1-R, Procedure 15)

D-11-13. Do you know what kind of activities are prohibited in
the course of discharging official duties as intelligence
representatives?

- It is prohibited to inproperly collect (Procedure 2),
retain (Procedure 3), or dissem nate (Procedure 4) intelligence
information on U. S. persons, or to conduct inproper electronic
surveill ance (Procedure 5) or unauthorized conceal ed nonitoring
(Procedure 6). Additional exanples of prohibited acts include:

a. Unconsented searches of person or property within the
US or of US persons outside the U S. except for counter-

D-11-3



SM 40- 2

intelligence purposes. (DoD 5240.1-R, Procedure 7)
b. Searches and exam nation of 1st class mail in the U S
postal channels. (DoD 5240.1-R, Procedure 8)
ANNEX |1 to APPENDI X D

Interviews with Unit Personnel
(Cont)

c. Menbership or participation in organizations in U S. or
corporations abroad wi thout disclosing affiliation with intel
comunity. (DoD 5240.1-R, Procedure 10)

d. Research on human subjects w thout consent of
i ndi viduals. (DoD 5240.1-R, Procedure 13)

D-11-4
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APPENDI X F

Sanple 10 Wallet Information Cards

(Front Side)
F-1
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APPENDI X F

Sanple 10 Wallet Information Cards
(Cont)

(Back Side)
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